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list ) .. .
Gatech Privacy in information systems

m GDPR

Australian Privacy Act

@ Japanese Privacy Act

Vocal Health-care
assistants systems
Q Personal data processing Q Mandatory!
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Introduction

Judgments for non-compliance with
the GDPR

GO gle Q WhatsApp

€2 50 million € (2019) [11] @2 225 million € (2021) [§]

Fines for invalid consent
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p Introduction
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Introduction

Goal & Contributions

@ ML & PL consent properties: same formal language

Contributions
m CSpelL: Consent Specification Language
m CASTT: Consent Annotation Specification Translation Tool

Context

System ,

ML

CSpelk respect consent ?
CASTT >V - X

PL
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RUNNING EXAMPLE




Running Example

Healthcare

Based on an example of Petkovic et al. [12]

&
Hospital information system processing patients’s data
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Running Example

Healthcare

Based on an example of Petkovic et al. [12]

&
Hospital information system processing patients’s data

For two purposes:
providing treatment to patients (Treatment)

Sﬁ; performing a clinical trial (Research).
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Running Example

Healthcare

Based on an example of Petkovic et al. [12]

&
Hospital information system processing patients’s data

For two purposes:
providing treatment to patients (Treatment)

g performing a clinical trial (Research).

Consented: processing personal data only for providing treatment
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RUNNING EXAMPLE

AT MODEL LEVEL - BPMN [5]



p Running Example - At Model Level - BPMN [5]
list .
ceatech Process P1 - Treatment Patient

EPR EPR

s1 [5 [5
T11 : collect T12 : make T13 : prescribe T1 4 : discharge
symptoms. diagnosis medical Irealment patient

EPR: Electronic Patient Record
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p Running Example - At Model Level - BPMN [5]
list o L
ceptech Process P2 - Clinical Trial Q

EPR

o -

52
1 : prepare T22 : perform | ]
O—»E7 rial trial 3 : analyze results]_.o

EPR: Electronic Patient Record
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RUNNING EXAMPLE

AT PROGRAM LEVEL - C CODE



Running Example - At Program

Code - Data

Level - C code

Data

Refinements
ELEMENT NAME
ML
Data Object EPR
ELEMENT NAME
Patient(),
PL
typedef struct | TrialData(}),
Prescr

typedef struct{
char date[S_SIZE];
char medecine[S_SIZE];
} Prescr ;

typedef struct{
int id;
char name[S_SIZE];
char birthdate[S SIZE];
Prescr prescrList[NB_PRESCR];

} Patient ;

typedef struct{
char birthdateList[NB_PATIENT][S SIZE];
char sexList[NB PATIENT][S SIZE];
Prescr prescrList[NB_PRESCR];

} TrialData ;

(1) personal data
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Running Example - At Program Level - C code

list

Cceatech -
3 Code - Functions
Refinements
‘ ELEMENT NAME Functions
1)
ML | BPM P1 Patient makePrescr(Prescr newp, Patient p){
‘ BPM®) P2 ,
! ! TrialData getData(Patient patientList[NB PATIENT]){
}
‘ ELEMENT NAME int computeStats(TrialData data){
PL | function makePrescr ¥
‘ function getData, computeStats
(1) Business Process Model
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list Copel

Ceatech Goal

CSPe_L respect consent ?
CASTT >V . X
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CSpeL
list
atech CSpel Use

CSPEL respect consent 7
of
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CSPEL

CONTEXT MODEL



CSpeL — Context model

Context model - Definition

S £  set of the system's processes

o
lI>

set of the personal data

Y,
Il

set of the purposes
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o CSpeL — Context model
list L
. Context model - Definition

S £  set of the system's processes
D £ set of the personal data

P £ set of the purposes

v £ Dx P — bool

T £ S—P(P)

v = S—P(D)

~: Consent granting
7. Purposes of processing

v: Data needed for processing
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A CSpeL - Context model
list .
atecn Running Example - ML
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A CSpeL - Context model
list .
atecn Running Example - ML

{P1;P2}

[I>

O
[I>

{EPR}

£ {Treatment;Research}
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A CSpeL - Context model
list .
atecn Running Example - ML

{P1;P2}

[I>

O
[I>

{EPR}

£ {Treatment;Research}

||>

A (EPR, Treatment) + |
7 (EPR, Research)  +— L;
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A CSpeL - Context model
list .
atecn Running Example - ML

{P1;P2}
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[I>

lI>

13

13

{EPR}

{Treatment;Research}

{
{

(EPR, Treatment) +~— T
(EPR, Research)  — L,

P1 +— {Treatment}
P2 +— {Research};
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[I>

lI>

[I>

[I>

[I>

CSpeL - Context model

{P1;P2}

{EPR}

Running Example - ML

{Treatment;Research}

{
{
{

(EPR, Treatment) +~— T

(EPR, Research)

P
P
P
P

1

N

1
2

}_>

—
—
—

— L

{ Treatment}
{Research};

{EPR}
{EPRY.
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A CSpeL - Context model
list .
atecn Running Example - PL
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A CSpeL - Context model
list .
atecn Running Example - PL

S £ {makePrescr;getData;computeStats}
£ {Patient, TrialData}

P £ {Treatment,Research}
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A CSpeL - Context model
list .
atecn Running Example - PL

S £ {makePrescr;getData;computeStats}
{Patient, TrialData}

P £ {Treatment,Research}

[I>

(Patient, Treatment)  +— |
a (Patient, Research) =L
T (TrialData, Treatment) +— L
(TrialData, Research) — +— L
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A CSpeL - Context model
list .
atecn Running Example - PL

S £ {makePrescr;getData;computeStats}
{Patient, TrialData}

p £ {Treatment,Research}

[I>

(Patient, Treatment)  +— |
a (Patient, Research) =L
T (TrialData, Treatment) +— L
(TrialData, Research) — +— L
makePrescr — {Treatment}
O getData + {Research}
computeStats +~— {Research};
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A CSpeL - Context model
list .
ateen Running Example - PL

S £ {makePrescr;getData;computeStats}

[I>

{Patient, TrialData}

p £ {Treatment,Research}

L
y =
A
e —
A
1 —

Séminaire LSL | Myriam Clouet | p. 21

(Patient, Treatment)

(Patient, Research)

(TrialData, Treatment)
(TrialData, Research)

makePrescr
getData
computeStats

makePrescr
getData
computeStats

'%

—
—
—
—
—

H
H
H

S

=

{ Treatment}
{Research}
{Research};

{Patient}

{Patient, TrialData}

{TrialData}.
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ExecuTioN TRACE



o CSpeL — Execution Trace
list . L
e Execution Trace - Definition
T ::= €| Handle(o,d); T.

€ £ empty trace
Handle(o,d) £ o process the data d

A -
;= concatenation operator
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A CSpelL - Execution Trace
list .
atecn Running Example - ML

Execution P1:
Handle(P1, EPR); e

Q Execution P2:
Handle(P2, EPR); e
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A CSpelL - Execution Trace
list .
atecn Running Example - PL

Execution of makePrescr:
Handle(makePrescr, Patient); Handle(makePrescr, Prescr); e

Q Execution of getData then execution of computeStats:
Handle(getData, Patient); Handle(getData, TrialData);
Handle(computeStats, TrialData); e
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CSPEL

PROPERTY



p CSpeL — Property
list . .
ceatecn Property - Definition

Purpose Compliance: “a user agreed to at least one of the
process’s purposes before his personal data is handled by this process.”

d¢ D ; or

C + Handle(o, d) <= { dp e 7(0),7(d,p) = T.
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p CSpeL — Property
list
ceatecn Property - Inference Rules

C F Handle(o,d) CH T

Che C F Handle(o,d); T
Empty Trace Trace Concatenation
Séminaire LSL | Myriam Clouet | p. 28 [ -
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4 CSpeL — Property
list .
ceatecn Running Example - ML

Handle(P1, EPR); e — purpose compliant
5& Handle(P2, EPR); e — not purpose compliant

Because
m D = {EPR}
m 7(P1) = { Treatment}
m 7(P2) = {Research}
m (EPR, Treatment) = [
m (EPR, Research) = |
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CSpeL — Property
CSpel - Syntax
Running Example - ML

Model Syntax
S £ {P1,P2} \process{P1,P2}
D & {EPR} \personalData{EPR}
P £ {Treatment;Research} \purposes{ Treatment, Research}

(EPR, Treatment) + |
Y \isGranted{(EPR: Treatment)}

(EPR, Research)  + L;

1>

P1 +— {Treatment}
= \hasPurposes{(P1:{Treatment}), (P2:{Research})}

P2 +— {Research};

>

. | PL — {EPR}
vE \needData{(P1:{EPR}), (P2:{EPR})}
P2 +— {EPR}.
Handle(P1,EPR);e \handle(P1, EPR); VOID
Séminaire LSL | Myriam Clouet | p. 30 N et unlversn:e
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y CASTT
list
ceatech Goal

ML Context ¢ Spe/- re_spec‘t consent ?
or CAS ol‘
PL
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CASTT

Goal

respect consent 7
CASTT f—e—m-—=V - X

Two uses:
m Trace Analysis
B Translation for a PL Tool
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CASTT

TRACE ANALYSIS



CASTT - Trace Analysis

Use

CSPe,L

\COI’\‘te)(ts.--} rgspect consent 7
[\trocef..2 -CASTT Vor X
L P
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CASTT - Trace Analysis

Experiment Results - Trace Analysis

Example LVL | nbTests | valid traces detected | invalid traces detected
Healthcare ML 4 v v
PL 4 v v
ML 5 v v
Website
PL 3 v v
total 16 8/8 8/8
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CASTT- TRANSLATION



CASTT - CASTT- Translation

Use

CSPeL

on onsla t consent 7
\Contextf. ¢ -CAS translate P TOOL respect conse OFX

I

System
to ve_ﬁPy
PL
I v
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CASTT - CASTT- Translation

Implementation

CSP(’J— C & ACSL
T
\Contextf. .} // respect consent 7
L s X
L P ,
System
source.c | o verify
PL

I 7
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CASTT - CASTT- Translation

Code Generation - C

CSpelL Generated code
\personalData enum _PersonalData {TRIALDATA = 0, PATIENT = 1}
typedef enum PersonalData PersonalData;
\purposes enum _Purposes {RESEARCH = 0, TREATMENT = 1}
typedef enum Purposes Purposes;
\personalData /*@ ghost bool Consent[2][2];*/

& \purposes
\isGranted & \init | /*@ ghost Consent[PATIENT][RESEARCH] = 0; */
/*@ ghost Consent[PATIENT][TREATMENT] = 1; */
/*@ ghost Consent[TRIALDATA][RESEARCH] = 0; */
/*@ ghost Consent[TRIALDATA][TREATMENT] = 0; */
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CASTT - CASTT- Translation

Code Generation - ACSL

CSpelL

Generated code

\process

& \needData

& \hasPurposes | /*@ requires Consent[PATIENT][TREATMENT] = 1; */

Séminaire LSL | Myriam Clouet | p. 41
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. CASTT - CASTT- Translation
list ) )
" Functions with ACSL

/*@ requires Consent[PATIENT][TREATMENT] =1;

*/
Patient makePrescr(Prescr newp, Patient p

{

/*@ requires
(Consent[PATIENT][RESEARCH] =1 AConsent[TRIALDATA][RESEARCH] =1);

*/
TrialData getData(Patient patientList[NB PATIENT]){

/*@ requires Consent[TRIALDATA][RESEARCH] =1;

*/
int computeStats(TrialData data){

Séminaire LSL | Myriam Clouet | p. 42 = INSTITUT .
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A CASTT - CASTT- Translation
list . .
eatecn Experiment Results - Plugin Use

plugin valid traces detected | invalid traces detected
static WP 3] v
Eva [4] v v
runtime | EACSL [13] v v
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CONCLUSION




Conclusion

Conclusion

@ ML & PL consent properties: same formal language
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list Conclusion
e Conclusion

@ ML & PL consent properties: same formal language

Contributions
m CSpelL: Consent Specification Language
m CASTT: Consent Annotation Specification Translation Tool
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list Conclusion
e Conclusion

@ ML & PL consent properties: same formal language

Contributions
m CSpelL: Consent Specification Language
m CASTT: Consent Annotation Specification Translation Tool

Currently
B Purpose Compliance property
B Trace verification ML & PL
m Translation to PL Tool
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list Conclusion .
e Conclusion

@ ML & PL consent properties: same formal language

Contributions
m CSpelL: Consent Specification Language
m CASTT: Consent Annotation Specification Translation Tool

Currently
B Purpose Compliance property
B Trace verification ML & PL
m Translation to PL Tool

Next
B More consent properties
B More complex examples
m Translation to ML tool
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Conclusion
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APPENDIX




p Appendix
list . .
atecn Experiment Results - Translation

Example nb lines nb generated nb lines

in source file | lines by CASTT | in CSpel file

T1 51 26 10

Healthcare I o2 26 10
T3 51 26 10

T4 53 26 10

T1 85 44 16

Website T2 85 44 16
T3 86 44 16

Séminaire LSL | Myriam Clouet | p. 48
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Appendix

Goal & Related Work

@ ML & PL properties: same formal language — soundness
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Appendix

Goal & Related Work

@ ML & PL properties: same formal language — soundness

Consent-related solutions:
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Appendix

Goal & Related Work

@ ML & PL properties: same formal language — soundness

Consent-related solutions:

Solution przr;?;Ls ML | PL | Language Tool
[1] v v X | unnamed X

2] v v | X | cAPVerDE CAPVerDE
[14] v v | X | unnamed DataProVe
[9] v v | X | Prolog Prolog
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Appendix

Goal & Related Work

@ ML & PL properties: same formal language — soundness

Consent-related solutions:

Solution pri?ggLs ML PL | Language Tool
[1] v v | X | unnamed X

2 v v | X | CAPVerDE CAPVerDE
[14] v v | X | unnamed DataProVe
[9] v v | X | Prolog Prolog

[10] X X v | unnamed Poly

[15] X X v | unnamed CASTOR

6] X X | V| OpenAPI OpenAPI

7 X X | v | JIF
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Appendix

Goal & Related Work

@ ML & PL properties: same formal language — soundness

Consent-related solutions:

Solution pri?ggLs ML PL | Language Tool

[1] v v | X | unnamed X

2 v v | X | CAPVerDE CAPVerDE

[14] v v | X | unnamed DataProVe

[9] v v | X | Prolog Prolog

[10] X X v | unnamed Poly

[15] X X v | unnamed CASTOR

6] X X | V| OpenAPI OpenAPI

7 X X | v | JIF

[our work] v v | & | CSpelL & ACSL | CASTT & Frama-C
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